HTTPS/SSL

https[TTTTT] - [TT1T11

https[TTTT1] - [IT111

httpsITTT1] - [IT11]

(I

“OIIIITIT "M111 Edge/Chrome [TTTTTIIIL] 2025111
SSLITIIT HTTPS[] SSL/TLS [TTTTIITITIT]

20261171  SSLUTITITIM ZeroSSLTTIM HTTPSTTIT]

2026[] SSLUTIIIIII Let's Encrypt[] ZeroSSL[] BuyPass[TITITITIT]

2026[] SSUTTITIIIIII Let's Encrypt[] ZeroSSLTTITITIII




https[TII1T] - (LI

https://www.lingyanspace.com/

1734573618589.png

1734573968945.png

lingyanspace.com
*.lingyanspace.com

*.lingyanspace.com

www.lingyanspace.com

DNS

1734575384538.png

ERENRRNRNRNRRRRNNNRRRENNNNE _acme-challenge.dashuzi.club
(I _acme-challenge[I1T] _acme-challenge.www.dashuzi.club,[TTTTT] _acme-
challenge.www (I TTTTTTTI T OOO T ITIITITT]

1734575788414(1).png


https://book.lingyanspace.com/uploads/images/gallery/2024-12/DS8y1n0ploECVc4A-1734573618589.png
https://book.lingyanspace.com/uploads/images/gallery/2024-12/VnOJ1ZWuTJldNl37-1734573968945.png
https://book.lingyanspace.com/uploads/images/gallery/2024-12/QPuFCJzrZfb99YQc-1734575384538.png
https://book.lingyanspace.com/uploads/images/gallery/2024-12/IZBfw1c9rdWFx84K-17345757884141.png
https://www.lingyanspace.com/

1734576747652.png

1734576953755.png
1734576982445.png
1734577015172.png

1734577228561(1).png

(0 1[I 15
O T T T T T T

M 200 DNS



https://book.lingyanspace.com/uploads/images/gallery/2024-12/AQ3RE4Zu9FZJvcuz-1734576747652.png
https://book.lingyanspace.com/uploads/images/gallery/2024-12/79haw3m6EVHJWlUJ-1734576953755.png
https://book.lingyanspace.com/uploads/images/gallery/2024-12/XFy1h2dqVHFRmxHg-1734576982445.png
https://book.lingyanspace.com/uploads/images/gallery/2024-12/Kg3igcxVSKlvjLxM-1734577015172.png
https://book.lingyanspace.com/uploads/images/gallery/2024-12/NUkPtXOExNXDK045-17345772285611.png

https[ITTTT] - [IT1T]

1 linux

1736254223241.png

2 linux

1736254367490.png

1736254440104.png

a ”n

1736254777559.png

1736255162400.png


https://book.lingyanspace.com/uploads/images/gallery/2025-01/EBH6N2KIqHj0d1Rv-1736254223241.png
https://book.lingyanspace.com/uploads/images/gallery/2025-01/sMxVXniKP8SHtSLk-1736254367490.png
https://book.lingyanspace.com/uploads/images/gallery/2025-01/MgEqM9dlbaun2cYv-1736254440104.png
https://book.lingyanspace.com/uploads/images/gallery/2025-01/8qGDd6iLuXyBhkRG-1736254777559.png
https://book.lingyanspace.com/uploads/images/gallery/2025-01/sg5tZGZTdLVPKKrs-1736255162400.png

https[TII1T]

1

1736255438280.png

2

1736255511325.png

3

1736256039493.png

- (LI


https://book.lingyanspace.com/uploads/images/gallery/2025-01/6JVMDTWXb11fP98T-1736255438280.png
https://book.lingyanspace.com/uploads/images/gallery/2025-01/XQ2qR1npImaWWxbm-1736255511325.png
https://book.lingyanspace.com/uploads/images/gallery/2025-01/7j7CCFZcNHMgm8n9-1736256039493.png

[TITITIT] PCI]

(LTI
T
HERRNNNRANNNRRNNRRRNNRRNNENEN

(1111 SAASTTTTTTTTITTIIIIIIT
O T T T T
T T T I T T

1s[ITT]


https://book.lingyanspace.com/attachments/3
https://book.lingyanspace.com/attachments/4

1731399926021.png

1731400002926.png



https://book.lingyanspace.com/uploads/images/gallery/2024-11/s5acJis1N98aqpvB-1731399926021.png
https://book.lingyanspace.com/uploads/images/gallery/2024-11/8ZooLKa3QIK78Xwm-1731400002926.png

1731399982683.png

1731400022840.png



https://book.lingyanspace.com/uploads/images/gallery/2024-11/aN2EtlBv4ySz2tPr-1731399982683.png
https://book.lingyanspace.com/uploads/images/gallery/2024-11/uEMzZv5fucHg5OSs-1731400022840.png

1731400045545.png

1731400074119.png



https://book.lingyanspace.com/uploads/images/gallery/2024-11/dgMSsAdNBaT4OFyl-1731400045545.png
https://book.lingyanspace.com/uploads/images/gallery/2024-11/6492KsxgiSVMrthz-1731400074119.png

1731400124527.png

1731400093854.png



https://book.lingyanspace.com/uploads/images/gallery/2024-11/WaaeLcOYmoiPwluD-1731400124527.png
https://book.lingyanspace.com/uploads/images/gallery/2024-11/JNU2EmgyARlUGOLh-1731400093854.png

1731400190282.png

1731400243202.png



https://book.lingyanspace.com/uploads/images/gallery/2024-11/e0QTf67SfPoPTWfx-1731400190282.png
https://book.lingyanspace.com/uploads/images/gallery/2024-11/XxMJ3hEFqzps20O7-1731400243202.png

1731400264625.png

1731400296210.png



https://book.lingyanspace.com/uploads/images/gallery/2024-11/RIHIFIW251KKDSBZ-1731400264625.png
https://book.lingyanspace.com/uploads/images/gallery/2024-11/lJX1wnT2fLAVlrdr-1731400296210.png

TTIT]1 Edge/Chrome
T 2025
il

(11110 Microsoft Edge [] Google Chrome [JTTTITTTITITITITITI
(LIIIITIT] "0 “OIIIIIIIII] !
NERRRRRRRRRRRNNNNNNRNRNNRENEE

o [[TITITITIT]
e [I111 vs [TTITITITI

NENRRANNNNRRANNNNNRRRNNNNEE

i

1 Amm

I O I
a4 [TT1T1T1 HTTPS [QITTTTITIITIITIIT
(IIIITT]
e HTTP (11 [MIITIITIIITIITIITIIIIIIIIITI
e HTTPS [I1 [0 SSL/TLS [T1 [IITTTIITT] (] (LITTTT]
0 2017 00 Chrome[] Edge 11110 (111111 HTTP (1] “T1 ”




0 MO OIIIITIIrn (11T SSLM 0O

0 (I
I (111 A T
(0 O 0 [T (1
M0 I [M 192.168.x.x[] 0 T
[0 (I
a4 [JTITTITTIT] [ITITITTTITI

1. [J Microsoft Edge [] Google Chrome[TTTTTITITITITI

2. 11 “IIIIT " T “[IIIT] "o [
image.png
image.png
4 111111 (IITITITTIT] (LITITITITI
(LTTITITITIT] “[IIIITIT "0 (I HTTPIIT] SSL (1]
([TTIT]

e [ITIT1] 70% [TTTTTTTIT]
e [IIIIII1I0 Google (ITTJ HTTPS 111
e [ITITT] Web [TTTTTTIT] PWA[]


https://book.lingyanspace.com/uploads/images/gallery/2025-09/YI3lTGlxsyDWZkic-image.png
https://book.lingyanspace.com/uploads/images/gallery/2025-09/R1KjUHP3tKSMZvj2-image.png

LTI [LTTTIT] SSL T
[ITIITIT] SSL 1]

(LITTTITIT]

LetsEncryptII111T] 90[11]
ZeroSSLITTIIIT] 90(1]
GoogleTrustITIT] 9011}
BuyPass[[TITIIIIIIT 180(T]

[IT11T SSUTTTTTTITIT]

(I HTTPS

(ITITITIT] 301 (100 (11T HTTP [IT1111] HTTPS[]

Nginx [T1T] a

server {
listen 80;
server_name yourdomain.com;

return 301 https://$server_name$request_uri;

Apache [I]] .htaccess[] []

RewriteEngine On
RewriteCond %{HTTPS} off
RewriteRule ™~ (.*)$ https://%{HTTP_HOST}%{REQUEST URI} [L,R=301]

LT Mixed Content[]

(LTI JsO CSSIT] https:// DT

“Mm M uldm [TITTITTI Console[IT]



https://www.lingyanspace.com/help/certdoc.md
https://www.lingyanspace.com/cert/monitor

FAQ
Q10D  SSL T

a4 [11] Let's Encrypt [I] MozillaJ] Google[] Facebook
T

Q2[] SSL ITITITTIITTI

a4 [TTTITTITITTT TLS 1.3[I11111T HTTPS [I111] HTTP/2[]
(11110 0
Q3T
4 (11T
o [T 443 (111
o [TITIIIIT www.lingyanspace.com[IIT] www.yhttps.com[]
o (010 HTTP (1

T ?22? HTTP 227272222222272?2777
HENN 2?2?72 SSL ?2?



https://www.lingyanspace.com/cert/issue

SSLTTTIT] HTTPS
SSL/TLS

ainninnnnnna

ARERNRNRRRNANARE o mo
111 ‘0  HTTPS"™OD SSLM "0
(110 SSLII0  HTTPS (I
(IIITTT [LTIIT] + 1111 [ITITITT] SSL[] TLS[] HTTPS[J SSL[I]
ARRNRRRNRNARNRRRRANARY
NENNNNRRANRRENND
HTTP M0 ‘00—
HTTPS 00 ‘000 ——C
SSL/TLS (11 HTTPS O “0OIM "0 SSL 111110 TLS[
SSL] 00 ‘000 ——[
0 00 HTTPS = HTTP + SSL/TLS [+ SSL{IIIIT @
[TTITTIT] HTTP vs HTTPS
[LITTTTIIT] (LTI 0
«HTTPOIID O
00 [ ANRNRNRRNANANARNRY
-0 MO O

e« HTTPSIITI [
(LTI (I (T



(LTI
- [0 [ 0 SSLTLS I  “0IID "0

0 SSLO] [T “ [T I

[11 SSL 1111 TLS (ITITITTITITY

e SSL[] Secure Sockets Layer(] []

[0  Netscape [IT] 1990 TITTIITIIIIIIIIIIT]
e TLS[] Transport Layer Security[] []

SSL [ITITTITTITIT] SSL 3.0 [JTT1T1T] TLS O [
rrannnnnn
(11T TLSOTIITIT] “SSLM "“sSUT "0
(1110 “SSL"[MIITITT TLS 1117 O

(11 SSLOTIITIITIIT]

(11 SSL 11111 ‘0 "0II0 (T 0
10 [II11
(T T
2[] 11T
(I O CA[] [T

a4 “[T11111 www.lingyanspace.com[IT]]]]

a4 (1] 1117

(T ‘00 "I

[T1T] SSL [IITTTITIITT]

(111 10 SSL (] [I10




N Chrome/Edge [T “[ITTTIITT] ganinnny

[ISEO [11T] Google [TT1T1 HTTPS (11111 0 HTTP 11D
T 70% 1111 Mmoo “00 "0 0D

0 01O TOTITIIT PWA[Q HTTP/2 [ITT]  Web [T
I T Stripe [T110 HTTPS

«[ IO 2025 1717 HTTPS IT1 = 110

LLLETTTIT FAQ[]
Q1[0 SSL IITITTIIITIT

44 [1] Let's Encrypt [TT1111] SSL
(T
TII1] oVl EVOTTHITIIITITITIIIT

Q2] HTTPS [JTIIIIT

a4 (TTTTITTIT] TLS 1.3[111T111]
(0 HTTPSOI  HTTP/2 [IIIIIT] (T 0
Q3[ITIIIIIIII
a4 [TTTTITTTTTT www.lingyanspace.com[]]
(IIIIIII10 www.lingyanspace.com[] nuget.lingyanspace.com[]

book.lingyanspace.com[IT1T] (T1111] Wildcard SSL[] []




AlNNNNNNNENN

(11 <(Im )- 0o

0 0
|0 TLS/SSLO] | SSLOID  CAIO
i .

1117 [ + https://example.com

4« HTTP =[]
HTTPS = [11J = HTTP + SSL/TLS + [IT]
SSL‘:D = D:I] “l:l:l:l:l] ” o “l:I:I:D ”
e (I II0 (LTTITITT] [ (T11J
e (I (II0 (LITI11] SSL[M - [020251 SSLOTTIM
(LTI HTTPS [I1[]


https://www.lingyanspace.com/help/certdoc.md

2020[11] SSL

TITITIT ZeroSSL
T HTTPSITTTIT]

0 [0  SSLIIIIIII SSLT  ZeroSSLITIIIIIIT HTTPS
[T ‘[0 "[OII HTTPS

HTTPS[

[IT10 48[]] HTTPS [ITITITITITITTTTITITITTTTTII0T] SSL]

o [[IT] (I
e SEO[]] [J] Google[ITIIT] HTTPSITTIIII
e [[IT] [TTTTTITITTTTITIT

(IT1T] SSL{IT] [T [T1T]
NERNNRNRRNRRNRNNRNRRNRNENEEN

SSL

[(LTTIT] [0 SSLI 0 ZeroSSLOTITTTITITIITITITITIIIIT
1. 01 111 9O TITITTITTITTTITTIITI]

2. 11 (LT Nginx/Apache[TTTTTITIIIIT]

3. 1 T T

4. 1111 IIRRRNNNNRRRRNNNRRENNEED

O T I T T T




HTTPS

(LTTTTTTT] HTTPS[I] [T

1. [ITTTTIT]

RERNRNRNRNRNRNRNNNARRNRARNRNRNRRRNREE

2. [T

NERNNRNNRNRRNRNNRNRRNRNNEED ZeroSSL
U

3. [III11T]

UL Nginx[] Apache[I] IS[TITIT] HTTPS/ [T111T] HTTP[
HTTPS[TTIIITIIIIIL

4. [II111

[0 00  SSLOI
(T T T OO TITTITT T

'y

A

O T T T T

10

[IITTT

1. 111 (10 DNSHOITIITIIIIIITI

2. 11 (LT CSRT] CAIIIT

3. IImd I Web[TTTTTIITITIITIT]

4. 110 00 3011111 HTTP // [T111T] HTTPS /[



Ql1: (] SSLOTITIITIITIT

FAQ[]

A:

OO T T T T T I T T T

HENRRRNNNNRRANNNNNEE

Q2: [TTITIITT]

ZeroSSLITTIIIT]

O T I I T I T

Q3: [JTITIITT]
(LTIITITTTITTIOT

A: [TITTTTITIT]

*.yourdomain.com

']

OO I I I T A I

HTTPS[IIIT

AINRRRNNNNRRRNNNND

HTTPS[III

[

https://www.lingyanspace.com/source/39561897775732741

(T

www.lingyanspace.com

0 SSL [T

A: ZeroSSL[IT]

”n

90


https://www.lingyanspace.com/source/39561897775732741
https://www.lingyanspace.com/

2026[] SSLTTTIIIII]
Let's Encrypt[] ZeroSSL

BuyPass[TTTTTTIIT]

11 (T1T11] SSUTTITIIIIIII Let's Encrypt[] ZeroSSL[] Google Trust Services[]
BuyPass[T] CAIITITIIITIIITIIITIII RS256/ES256
HTTPS

O

HTTPS SSL !
’ID

(ITITIT] HTTPS 111111 48[ +
SSL] [T ‘I
(LTI T I
e 1111 (T
o SEO[[] [J Google[ITIT] HTTPSTTTTTTTTTIIIITITIIIT]
e [111] (LITT] “ "I
(T SSL[I1T] ENNENNRRNRRNNANNARNRRNERNEEE
11 SSL[I] [IIIIIIIm ZeroSSL[] Let's Encrypt [T111T]

CA

HENRRRNNNNRRANNNNNEE CATITTITIIIITIII

CA[] I M 1



Let's Encrypt 90[] 1111 CA

I
0
ZeroSSL 90[] IO
I
Google Trust Services 900 1111 Chrome
[EERNRNRNERNEN
I
BuyPass 180[] I CA
[EERNRNRNEREEN
I
(0 (1111
o [T Let's Encrypt[]
o [TTITIITIIT] BuyPass[] 180[11]
o [TIIIIIIII0 Google Trust Services[]
00 M SSL IO
1. Q11111
o [TTIIIIIT] N * lingyanspace.com [TTTTTTTTTTTTTITTTTT
www , api, bim [TTTTTTTTTTTTTTITTTTTT]
o ([T ERRRNNRRNNNN www.lingyanspace.com [TTTTTTTIIT]
o (11D NRRERRRNRANNANE a.com + b.net [[TITTIITIIIIT]
2. [I11111
e RS256(17] RSAOTTITTIIIIIIIIIIT (1111
e ES256 / ES384[][] ECCHITITITIITITIIIITITTIIITT
(LTI (LTI

SSL

(0  SSLOTIT (LTI CSRITIIIIIIIIITI
(I e (LI TTTITITIT]

Nginx



ARIRNRNRNRNRNRNRNRRENNNEEY

1. 0 [0 CAITTITIIIT] ‘0 "I
2. 111 00  7x2401THITITTT I
3. 1T 111 Web[IIT]  Nginx/Apache/lISOTITIIIT APITIIIIIIIT
4.0 0O0 OO0
RERRNRRRRNRRNRRNRRRRRRRNRRRRRRRRRNRE
M
1. (10 (I ‘000 0000 0000 0000

* lingyanspace.com [TTTT1T]
2. [ CA[] [ Let'sEncrypt] ZeroSSL[] Google[] BuyPass [TTTITITIT]

Encrypt[
3. [III10 (T RS256[T1TT11] ES256/ES384[]
4. 110 NERRRNRRERRRENRRENRRENNY *,yourdomain.com []
5. [I1M 1111 “[11 giiinniannannannannnnnnnnnnnig
‘0o "I
Ql: 1 SSLOTIIIIIIII A:
I T T T T T
(LTTITITIIT]
Q2: [TIII1I1] ZeroSSL[TIITITITITI A: ZeroSSL[ITIIII]
(LT T T T T T L oI
(1
Q3: [TITITTIITTTITY A: [T DNS[TITTIT]
(LTI DNSIT] APIIITI DNS[ITTIIIIIT
Q4: ES256[ T A: 10 NginxII1TJ RSA[] ECC

NERRNNRNNRRNNRNNRRNRRRRRNRRRERRN

Let's

90

TXT

CA



il

(LT T T T T L T T I T LTI
HTTPS[ITIIIT] Let's Encrypt[] ZeroSSL[] Google[] BuyPass[TTITIITITIT]

(T HTTPS[IIIT]
https://www.lingyanspace.com/source/39561897775732741

(I www.lingyanspace.com

0 SSLI [T
(111

144

Web


https://www.lingyanspace.com/source/39561897775732741
https://www.lingyanspace.com/

20206[] SSL

iiinnnnnnna Let's
Encrypt[] ZeroSSL

annnnninn

111 [(TITIT] SSUTTITITITIIIT HTTPS[TTITIIII Let's Encrypt[J ZeroSSL[]
BuyPass[1TT] CAOTITITITITITITITITIT RS256/ES256

ERRNNNRRRENNRERREEND 7x24

NRENNRERRNNRRRRRNNRRRRENNRRRRENNRNE] HTTPS[IT]

HTTPS

SSL

[TITTID “HTTPS'[IIIIID 480 +
(T T SSLITTITIT “11
NERRNNRRNNRANNRRRNNRANNDE

e [I17] ARRNNNRNRNNNRNRRENNREREND

e SEO[T] [ Google[IIIT] HTTPSTITITTTT I

e [T1T] LLITT] ‘0 "I
(LITTIITT SSL
AR NNRRRRNRRRRENNRRRRENNRRRREN SSL
(TTTIIIIIII ZeroSSL[] Let's EncryptIITITITIT OO[TTIIIIIIID

CA




HENRRANNNNRRRNRNNNEE CAIITITITITTIIITIIITIT

CA[ I 10 (1o
Let's Encrypt 900 I CA I
I (IITITI1]
I
ZeroSSL 900 I T
ITITIITIIT] APl SaaS[l]
1
Google Trust Services 90[] 1110 Chrome IO
I I
1111
BuyPass 180[] 1M CA T
I 1
I
(0 I
o [TTTITTTITTTITITIT] Let's Encrypt[]
o [(IIITTIITITITIITI BuyPass[] 180[11]
o [TTTITIITIIIIIIITO Google Trust Services[]
o [T ZeroSSL[]
(ITIT] SSLOTTTTIITIITTIIIIIITIT

1. [ITITTIT]

o [ITITIITTITI [0  *lingyanspace.com [TTTTITTITITTITITIIT]
www , api, bim, shop [TTTTTTTTTTITTTITTITTITTTITTI

e [ITIT] (IITIITITIIT] www.lingyanspace.com

o [ITT1T1 T a.com + b.net + c.org

ARIRNRNRNRNNNERNRERNEN



2. [TTTTTIT]

* RS256 (RSA)I[] RSAMIITIITITITITIIITIIIT [III1T]
[T
« ES256 / ES384 (ECC) I TLSOTIII CPU

(LI (I T

SSL

(0  SSLOTTITITITTIIIITTT CSROTITITITITITI Nginx/Apache
1111 Crontab[II1I1  ...... (LTI

(T

1. [IIIIT] (IIIITTT] CA[ITIITIT] ‘117 "[III11] DNS/
HINRRRNNRNNRENNN

2. 7x24[11111
(O T T T
0

3. [III111 1110 Web[TTT] Nginx/Apache/lIS/Caddy[TTTTTITIIT] API
111 Cl/CDIIIID DevOps[IIIT]

4. 1111
(I O O A T
(1]

RNRRNRNRNNRNRNNRNRNNRNNNRNEN

1. 1110 (IIIITT] ‘11 "0 “IId "0 “[I10 ginning
* yourdomain.com [TTTTIT]

2. [I1 CA[I] [I1 Let'sEncrypt[] ZeroSSL[] Google[] BuyPass [TTTITIIIT] Let's
EncryptIITTIT] BuyPass[]

3. I (IITITTIT] RS256[TTTTTTITITIT ES256/ES384[]

4. 111 [TTTTITIIIIITITIOITIITId * yourdomain.com
(I

5. 1M (111 ‘1

O T T T I
AINRRRNNNNRRARNENTED




Q2: [TITTITT] ZeroSSLITTTTTITIITIITT A: ZeroSSL[TITIIT 90
(T ACME

T T T AT I Let's
Encrypt[] BuyPass[T]] CAIIIII

Q3: [ITITTT11] DNS[TTITITTT A: [TITITTTITTTIT DNS[IITTIT]
XTI Cloudflare[TT]]  DNS[IIIIL] APITIIT] DNS
(T

Q4: ES256[[[IIIIIIII[ A: [0 Nginx[IIID RSA[] ECC
I ECDHE-RSA-AES128-GCM-SHA256 [] ECDHE-

ECDSA-AES128-GCM-SHA256[TTTTTIIIT]

il ”n

LT T T T L T L T T L oo
HTTPS[ITIIIT Let's Encrypt[] ZeroSSL[] Google[] BuyPass[TITITITITIT]

(O I HTTPS[IIIT
https://www.lingyanspace.com/source/39561897775732741

(0 DI www.lingyanspace.com

0 SSLOTTITITTTT T T T T T T T T Web[TTT]


https://www.lingyanspace.com/source/39561897775732741
https://www.lingyanspace.com/

